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Technology and Science Integration

* European Bioinformatics Institute

 Qutstation of European Molecular Biology Laboratory
* Technology and Science Integration (TSI)

* Led by Steven Newhouse

* Cloud Consultancy Team — Tony Wildish

- Software Development and Operations — Sarah Butcher ; =

* Project manager — Susheel Varma
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EMBL-EBI Cloud Portal (ECP)

* General consensus to move scientific pipelines to cloud
« Which cloud?
e OpenStack (OSK), Google (GCP), Amazon (AWS), Microsoft (MSA)
* How to get there?
e Very steep learning curve

« Beyond one cloud?

EMBL-EBI

e Vendor lock-in — very difficult and expensive

» Big data in Bioinformatics getting bigger!

* Bring compute to data

* Cloud portal with common GUI, CLI & APl and good usability

« ECP for user-focused hybrid cloud strategy
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EMBL-EBI Cloud Portal workflow

Login

* Elixir SSO or EBI SSO

* New user: One-time registration
« ECP for everyone:

« ID of Elixir, EBI, Google, LinkedIn,
Facebook, ORCID

One-time configuration

+ Cloud administrators, project managers
* Teams & Users:

» Configurations, cloud credentials,
parameters, usage limits, SSH Keys

* Cloud credential encrypted
* Protected & shared via team
* OSK, AWS, GCP or MSA

Cloud Portal Apps

* Imported from Git repository
* Cloud administrators, project
managers
» Customized with Terraform and Ansible
* ResOps engineers
* Click-to-deploy
* Researcher

!

Cloud deployment

» Deployment wizard of 4 steps
» Step 1 required
* One dropdown box
* Researchers in charge of clouds
* Minimum skill requirement
* Fast to start pipelines in minutes
 Soft usage limit & Hard usage limit

Replicate or destroy

* One click to replicate
» Even after destroyed
* One click to destroy
» Easy to scale up
» Easy to reduce cost
« Particularly important in commercial
clouds



https://www.elixir-europe.org/register

ECP: a portal to clouds for everyone

Cloud administrator Project manager ResOps engineer

» Use GUI on laptop or * Use GUI and CLI » Create project teams » Customize CPAs
smart phone - Convenience and « Share for - Rich set available
* No programming flexibility consistency and « From template or
« Same wizard for « Code in Bash and usability existing CPAs
multi-clouds Python * CPAs, e Code in Terraform
« Click to deploy « Well known configurations and Ansible
« Infrastructure ready - Same script for * Share for better « Well known
in minutes multi-clouds w « Many modules and
« Run pipeline in « Click to import » Cloud credentials roles
favorite cloud « CPAs with Git * Reduce cost « Write same program
* Click to duplicate ULRs * Resource quota for multi-clouds
» Clone instances to * Click to define  Terraform import
scale up - Configurations,
* Click to destroy deployment
« Pay for actual use parameters & cloud
credentials

EMBL-EBI



ECP Live demo

Deployment Destroy or

« Elixir ID or EBI ID e Beral wizard replicate

* New user « Configuration
registration AQ@ (requigred) * Destroy

« Linking Google, * Imported from Git - SSH key  Replicate
Facebook, * Click to deploy * Even after
LinkedIn or destroyed

* Inputs

ORCID * Deploying
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https://cloud-portal.ebi.ac.uk/teams
https://cloud-portal.ebi.ac.uk/profile
https://github.com/EMBL-EBI-TSI/ecp-cli
https://api.aai.ebi.ac.uk/sso
https://github.com/EMBL-EBI-TSI/cpa-template
https://registry.terraform.io/
https://galaxy.ansible.com/
https://gitlab.ebi.ac.uk/TSI/cicd-lib
https://cloud-portal.ebi.ac.uk/
https://github.com/EMBL-EBI-TSI/
https://cloud-portal.ebi.ac.uk/deployments

Summary

* EMBL-EBI Cloud Portal is designed for everyone

» Researchers, cloud administrators, project managers & ResOps engineers
« Elixir AAl and EBI AAP for entire scientific community

* Lower friction for accessing clouds for all groups of users

* ECP can help adopt a user-focussed hybrid cloud strategy

* Same interfaces and scripts for multiple clouds to avoid vendor lock-in

Team sharing for consistency, usability and better security

Encrypted cloud credentials

Reusable by design: CPA catalogue, Terraform modules & Ansible roles

Cost reduction: replicating or destroying as needed, together with usage quota
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EMBL-EBI Cloud Portal (https://cloud-portal.ebi.ac.uk/)

=seces - Cloud Portal o Sign on

D=
applications .
= Log in
The EMBL-EBI Cloud Portal is platform for cloud-based data analysis that simplifies v
the experience for researchers when running their workloads across different cloud

providers.

EMBL-EBI

Cloud Portal

The portal enables cloud providers and research teams to package and share their
key applications and data environments with their respective users. That way, these
key applications can be deployed on demand onto the cloud providers the user is
able to access.

One-time
config

Deploy °
At a glance: ' — El EI
* Deploy domain-specific applications and infrastructure, from your own repos { 5
or from the EBI Cloud Portal community.
» Use your own or shared cloud resources. CIOU d
» Scale when you need to, securely. - - PO rtal Apps

The EBI Cloud Portal has been developed by the Technology and Science
Integration team at EMBL-EBI.

Cloud

How to access to the EMBL-EBI Cloud Portal? deployment

The EMBL-EBI Cloud Portal is offered as a service to ELIXIR and other
communities. Users will need a freely available ELIXIR identity to access the portal.

Obtain your ELIXIR identity here. Then you can login.

Destroy or
replicate

EMBL-EBI



https://cloud-portal.ebi.ac.uk/

ECP login with Elixir or EBI 1D

P 0 . @ Firefox File Edit View History Bookmarks Tools Window Help o A B = B sat1750 Q =
Q =il 83% W17:44
o EBI Cloud Portal X [ A R Al  Presentations - Google Drive X | M The EMBL-EBI Cloud Portal - ¢ X EMBL-EBI-TSl/cpa-airflow < ar
. H cC @ ® @ https://login.elixir-czech.org/proxy/module.php/perun/disco.php?entitylD=https%3A%2F%2Flogin.elixir-czech.org%2F proxy%2F&return=https%3A%2 B e h1d L IN @ =
{)} @& //cloud-portal.ebi.acuk [1] ©

|
o
s Cloud Portal elixir

or Sign On

Select your identity provider

e Sign in with Google m Sign in with LinkedIn [ |

or

your institutional account

v Type the name of your institution

¢ Aalborg University

Access the EBI Cloud Portal

Aalto University
Aarhus School of Marine and Technical Engineering
Single Sign On using your ELIXIR or EMBL identity! Aarhus University

Absalon University College

El?ﬁ;: SSO SSO ACOnet staff

Alexander Fleming Biomedical Sciences Research Center

Alexander Stuart test IdP (yin)

The EBI Cloud Portal is offered as a service to

Alfred-Wegener-Institut fiir Polar- und Meeresforschung IdP

FlI IXIR and other commiinities llsers need a

lixir-czech.org/pi ile. un/disco.php?entitylD

Sl 1920 e BBRO o wHLTNO®E Y

.elixir-czech.org/...3Dhttps%253A%252F%252Faai.ebi.ac.uk%252Fsp%26cookieTime%3D1547920076&returnIDI k.wayf.dk/birk.php/wayf.aau.dk
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Registration for everyone

¢ Register | ELIXIR B\ Presentations The EMBL-EBI Cloud Portal - EMBL-EBI-TSl/cpa-airflow

&« > C o @ & https://www.elixir-europe.org/register oo Pod LN @ =

L]
EII lr ABOUTUS  SERVICES PLATFORMS ~ COMMUNITIES EVENTS NEWS INTRANET
Home »
Register
New user? Already registered?
Create an ELIXIR ID that you can use to access Link a new account (e.g. ORCID, LinkedIn) that you
services across ELIXIR. can use to access ELIXIR services. You can then login

with your new linked account.

ELIXIR Nodes Abo

Belgium Italy What we do Get involved
Czech Republic Luxembourg Who we are Contact us
Denmark Netherlands Why ELIXIR is needed Vacancies
EMBL-EBI Norway Collaborations Glossary
Estonia Portugal Implementation Studies

Finland Slovenia Industry Support

France Spain How we are funded

Germany Sweden

Greece Switzerland

Hungary UK

Ireland Cyprus (Observer)

Israel

m ELIXIR is partly funded by the European Commission ELIXIR, Wellcome Genome Campus, Hinxton, Cambridgeshire, CB10 1SD, UK
within the Research Infrastructures programme of Horizon 2020. +44(0)1223 492 670 info@elixir-europe.org

sibility for the content of this web Copyright © ELIXIR 2017 | Privacy | Cookies
the opinion of th

¢ Support

Elixir ID

540 institution
IDs

Personal ID
* Anyone in
scientific

community
Linking
ORCID,
Google ID,

Facebook ID
or LinkedIn ID
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Repository of Cloud Portal Apps

EBI Cloud Portal X N\ Presentations - Google Drive X . The EMBL-EBI Cloud Portal - X EMBL-EBI-TSI/cpa-airflow

&« [GERN) @ @ https://cloud-portal.ebi.ac.uk/repository e O vy N @D =

seces  Cloud Portal

CPA repository

= | Repository ¢ David Yuan

» Researcher:

FTP Server Exporting volume Kubernetes NFS-Server exporting volume

NFS server instance exporting an external volume. NFS server instance exporting an external volume. .

The volume can be specified by a Volume ID or Kubernetes On-Premises cluster The volume can be specified by a Volume ID or o C I I C k to d e p I Oy
created during the deployment created during the deployment

Xfrsion Xe;rsion X:“Sw” o C I O U d
administrator:

ResOps - OpenlLava SHARED Generic server instance SHARED * I m po rt a C PA

deployment K0
oy A base virtual machine instance L + b u tto n O n
An OpenLava deployment for the ResOps training .
bottom right

 URL to a Git
repository

* Project manager:

« Share CPAs in

a team
@EMBL-EBI-TSI \/
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Deployment wizard (only step 1 required)

emeces  (Gloud Portal

= ! Repository | Metagenomics Pipeline ¢ Dario Vianelio

meen (Gloud Portal
= \ Repository \ Metagenomics Pipeline € Dario Vianello

© seec emeces  (Cloyd Portal

Metage
3 se = | Repository \ Metagenomics Pipeline @ Dario Vianello

Deployn @ sclec EMBL-EBI C'OUd Porta|
Next
or ¢ = \ Repository \ Metagenomics Pipeline @ Dario Vianello
Back @ seec
Metagenomics Pipeline = ostack ' acp ® < @
> |
> r o Select configuration ° SSI]" I‘(‘ey o Inputs ° Deploy
> 1
Your application is now ready to deploy.
> |
Back DEPLOY
Back
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CPA deployed into the cloud

' i a . instances - OpenStack Dashi %

&« C (® & European Bioinformatics Inst... (GB) | https://extcloud06.ebi.ac.uk/dashboard/pro e O N @ =

RED HAT OPENSTACK PLATFORM  Project  Identity Project v Help & davidyuan v

Compute Network v Orchestration v

EMBL-EBI C | ou d F) 0 rt al Overview

Project / Compute / Instances

Volumes API Access

Key Pairs

Instances Images

= \ Deployments

Instances

Hide destroyed Instance Name ¥ tsi1545212780801-k8s Filter & Launch Instance More Actions ~
Displaying 3 items
| Availabilit P Ti i
0 Instance Name mage IP Address Flavour Key Pair Status varability Task ower 'me since Actions
Name Zone State created
@ Kubernetes
tsi15452127 1-k i -
(@] . oL centos7 192.168.0.6 s1.small tSI154,5212780801 Active AZ_1 None Running 1 month Create Snapshot =+
s-node-2 keypair
tsi1545212780801-k8 tsi1545212780801-
Reference State @] I centos7 192.168.0.18 s1.small . Active AZ_1 None Running 1 month Create Snapshot =~
TSI1545212780801 RUNNING snode-] keypair
192.168.0.16
tsi1545212780801-k8 tsi1545212780801-
0 ° centos7 Floating IPs: s1.small s ) Active  AZ_1 None Running 1 month Create Snapshot | ¥
s-master keypair

193.62.55.228

Displaying 3 items
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Replicating or destroying cloud instances

& C @ ® @ https //cloud: -portal.ebi i.ac.uk/deployments/TSI1545212780801 90% v In @
vewes - Cloud Portal
= | Deployments | TSI1545212780801

Pay-as-you-go

« Can be replicated as-is
- e * Identical pipelines
The deployment request was received at 2018-12-19 09:46:20 CI O n e d to S Ca I e u p

NNNNNNNN « Limited by quota of
cloud resources only

« Can be destroyed to

< e recover cloud
oumes - resources
Deploymentprametrs * Replicate even after

Deployment logs +

destroyed
* One click

EMBL-EBI | @EMBL-EBI-TSI
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Team for sharing

emeces  Cloud Portal

= ‘ Teams ‘ UKR| @ David Yu Yuan
~» UKRI ® =2 @
Applications Configurations Cloud Providers
O €3 o~
Kubernetes davidyuan-extcloud06 davidyuan-extcloud06
Members

cdtiwari@ebi.ac.uk ®

wildish@ebi.ac.uk @

EMBL-EBI



User profile

EBI Cloud Portal X - The EMBL-EBI Cloud Portal - G X £ -
< C ® @® @ https://cloud-portal.ebi.ac.uk/profile oo v ¥y i@ = U Se r p rofi Ie
s Cloud Portal

= | Profie  Multiple configurations, cloud
Devid Yu Yuan credentials & deployment
5 gavayuanasbiacuk pa rameters

| « Private or shared
» Share buttons on top right

B davidyuan-extcloud06 ° Conflgurathn - Cloud
on Coup s credential + deployment
- parameter + public key +

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQDDVJdgtiojWuTmlpa6GzIVeaapJKwMb3zG7Y8iWgkhFRziLK+SfRoeg4VigFOMhpDRUMFbK/5Ui61XJ/mDGNoKFX8Zr4CZ8f+e5nzZWY/w58p5s2g2chbJcpdV249gKmInNKQJi+qONAolczQN4 I . .

 Cloud credentials are fully

B davidyuan-extcloud06-data encrypted
e Cloud administrators define
configurations, cloud
S O Credentials & deployment
e I & parameters for sharing
Soft usage limit & hard usage
limit to reduce cost

Configurations Cloud Credentials Deployment Parameters

* Parameters
davidyuan-extcloud06

Or
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Configurations, cloud credential, deployment parameters

[ [ EBIClous X [EANEIECEIIEY 8 The EmBL EMBL-EBI ar Sl \ Presentati W The EMBL EMBL-EBI +

[ i EBIClouc X [EEANIIECEIEH [ The EMBL EMBL-EBI aF

& C © @ @ https://cloud-portz oo P d v » = &« C @ ® @ https://cloud-porta e & v » = &« > C o ® @ https://cloud-portz oo P v » =

=weces - Cloud Portal =seces - Cloud Portal =sees - Cloud Portal

= | Profile | davidyuan-extcloud08 @ pavvevuan = | Profile | davidyuan-extcloud06 @ pavid va vuan = | Profile © pavid vu vuan

David Yu Yuan

B davidyuan-extcloud06 /s < B o+ davidyuan-extcloudO6 /s < B
E davidyuan@ebi.ac.uk
Included in teams .
Provider & Joined November 26, 2018
UKRI (® OSTACK
O Clo‘ud provider Included in teams Configurations Cloud Credentials Deployment Parameters
davidyuan-extcloud06 UKRI ®
Parameters .
B davidyuan-extcloud06 Parameters ~ * daVldyUan-eXtClOUdOG
Igl SSH Public Key OS_REGION_NAME disk_image_name
ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQDbDVJdgtiojWuT... ENCRYPTED VALUE centos?
Usage limits OS_PASSWORD floating_ip_pool
w Total usage: 1,701.97 ENCRYPTED VALUE ext-net-37
Soft limit:
e machine type
Associated deployments A stsmall
Reference Status Owner Running time OS_USERNAME network_name
ENCRYPTED VALUE EBI-TSI-davidyuan_private
TSI1545212780801 RUNNING  David Yu Yuan 31 days 12h 25mi... 0S_USER_DOMAIN_NAME create volume
ENCRYPTED VALUE true
@EMBL-EBI-TSI EMBL-EBI @EMBL-EBI-TSI EMBL-EBI @EMBL-EBI-TSI u

EMBL-EBI




Command Line Interface for cloud administrators

EBI Cloud Portal resentations - Google Driv. X . The EMBL-EBI Cloud Portal X Q EMBL-EBI-TSl/ecp-cli: ECP = X
& C ® ® & GitHub, Inc. (US) | https://github.com/EMBL-EBI-TSI/ecp-cli - O W vy N @ = S . t f It- I I d
O Pull requests Issues Marketplace Explore A 4+~ ﬂ v

[ EMBL-EBI-TS! / ecp-cli Owach~ 4 ks 0 Yrok 2 o Glt repOSitory
» https://github.com/EMBL-EBI-TSI/ecp-cli
Python SDK

® 49 commits ¥ 1 branch © 3releases 22 4 contributors ss Apache-2.0 A W f E C P R E STf I AP I
rapper o u
Branch: master v New pull request Create new file =~ Upload files = Find file B a S h

ECP command line client

& susheel Created LICENSE - Apache 2.0 Latest commit 8c89241 29 days ago . _n .

I » alias ecp="python ~/IdeaProjects/ecp-
E) LICENSE Created LICENSE - Apache 2.0 29 days ago CI i/eCp . py”

B README.md Fix markdown syntax and typo 2 months ago

& ey CLI login

B scoy  Elixir AAl token

« pbpaste | ecp login
ECP Command Line Client CLI commands
* Verbs: get, create, delete, stop, login
5 e o ety e 10 i, e
btte:/api.siebia.usso, opy your ke tothe oipboard and run (EEEENNGENERNY. deployment, logs, destroylogs, status

If you want to use a token from a different source, stick it in a file and use the —-token ( -t ) flag to pass it. Or export it to
the ECP_TOKEN environment variable.
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https://github.com/EMBL-EBI-TSI/ecp-cli
https://api.aai.ebi.ac.uk/sso

CPA customization

jects - Dashboard - X | 4@ k8sworkload (#3642¢ X EBI Cloud Portal P8l () EMBL-EBI Technology X [iad

’ & Pro
&« c @ & GitHub, Inc. (US) | https://github.com/EMBL-EBI-TSI/?utf8= v &g=cpa-&ty oee w I @ =
o Pull requests Issues Marketplace Explore A +- @B ‘ : Ioud PO rtal Ap pS

—— EMBL-EBI Technology & Science Integration . Repositories (31 CPAS)

EMBL-EBI, Wellcome Trust Genome Cam https://tsi.ebi.ac.uk/

* https://github.com/EMBL-EBI-TSI/
Hreiin@® | 1@ Swme Bmend  Implemented with Terraform & Ansible
s | omage - - * Jump start:
et for epostores mtching cpa- B oo ter | Top langusges » CPA template
oL @snat @200 @pye » Terraform modules

T s « Ansible roles

R e B » Terraform import
cpa-kubernetes » CI/CD toolchain for cloud deployment
* Library for CI jobs
* Library for Python functions

e
3; m * Manual testing
Dok &

HCL %1 ¥1 Updatedon1Nov2018

cpa-airflow Private

HCL Updated on 29 Oct 2018

» GUI: https://cloud-portal.ebi.ac.uk/
» CLI; https://github.com/EMBL-EBI-T Sl/ecp-cli

cpa-malware

A malware application for testing ECP API server vulnerability. It creates
folder on other users home & create unwanted files & install software

HCL  Updated 3 days ago
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https://github.com/EMBL-EBI-TSI/
https://github.com/EMBL-EBI-TSI/cpa-template
https://registry.terraform.io/
https://galaxy.ansible.com/
https://cloud-portal.ebi.ac.uk/
https://github.com/EMBL-EBI-TSI/ecp-cli

